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Abstract. Purpose of this study is to analyze the ethical challenges at the intersection of neurotechnology
and artificial intelligence (AI), and propose regulatory approaches to ensure their responsible development.
Special focus is given to personal autonomy, data privacy, social justice, and prevention of mind manipulation.
Methods. The research employs an interdisciplinary approach, including analysis of scientific literature, regulatory
frameworks, and positions of religious institutions. Risks associated with AI and neurotechnologies are compared,
emphasizing their co-evolution. Results. Neurotechnologies, unlike AI, pose unique risks such as direct mental
interference and threats to identity. Regulatory gaps, including the lack of laws on neurodata, are identified.
Adapted ethical frameworks combining transparency, accountability, and human rights protection are proposed.
Conclusion. Recommendations include bans on mind manipulation, mandatory Al content labeling, and human
oversight priority. International collaboration and interdisciplinary dialogue are emphasized to mitigate risks and
promote sustainable development of these technologies.
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Politics and politicians must stay ahead of technological progress and find timely solutions before technology
has created a new reality.
D. A. Medvedev. From an interview with the «People’s Daily», December 13 2015

As for modern technologies, they certainly pose a threat to humanity, but they should not be cursed, because
it would be even worse without them.

Stanistaw Lem. Speech at the ceremony of awarding him an honorary doctorate

from the University of Bielefeld, November 13 2003

Yet despite the most powerful technologies we have today, all life forms we know of remain fundamentally
limited by their biological «hardware» and cannot help «our Universe to finally fulfill its potential and wake up
fully». However, there is a way to overcome these «hardwarey, limitations, and it is known as AGI (Artificial
General Intelligence).

Mazx Tegmark. «Life 3.0: Being Human in the Age of Artificial Intelligence»
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Introduction

The rapid development of neurotechnology and artificial intelligence (Al) offers unprecedented
opportunities to improve human life, from personalizing disease treatment and restoring lost
functions to improving cognitive abilities [1-3|, optimizing decision-making processes [4], and
automating routine repetitive tasks [5]. Generative AI and large language models have already
revolutionized our perception of new information technologies by removing barriers to communication
and interaction with Al in natural language [6]. Machine learning algorithms and neural networks
are being adopted across many domains, making it possible to make a leap in production
automation |7], improve healthcare [8, 9|, transform education [10, 11|, provide new tools for
the development of science and technology [12,13]. Neurotechnology tools such as neuroimaging
of brain activity [14], neural interfaces [15], integrated with biological feedback [16,17], various
types of neuromodulation such as transcranial magnetic [18,19] and electrical stimulation [20],
deep stimulation [21]| of the brain, etc., have already proven their potential in medicine [22],
rehabilitation [23], and even in the entertainment industry |24, 25].

Neurotechnologies and Al are considered together in this article due to their strong mutual
influence and the similarity of the challenges they pose to society. Despite the fact that these areas
arose at the junction of various scientific disciplines, neuroscience, mathematics and information
technology, they share the ability to significantly transform humans and society, especially in the
areas of intellectual and cognitive development, which was previously considered inaccessible to
machines, but is now actively being mastered by technology.

For example, in 1997 , the Deep Blue supercomputer defeated the world chess champion
Garry Kasparov |26, 27|, and in 2015 , neural networks at the ImageNet Large Scale Visual
Recognition Challenge surpassed humans in image classification tasks [28]. In 2016, AlphaGo beat
the best Go player, and in 2017, AlphaGo Zero, learning independently, reached a level surpassing
all existing Go game systems [29]. In parallel, neurotechnology, although developing more slowly,
is also showing significant success. Neuroimaging methods such as fMRI [30], EEG [31], MEG [32],
(NIRS [33], allow visualization and analysis of cognitive or pathological brain activity, and
neurointerfaces and neuromodulation methods influence cognitive processes. For example, TMS
technologies and neural interfaces make it possible to transfer data to the brain, bypassing
traditional sensory organs [34, 35|, and increase human productivity in completing tasks [36,37].
Startups such as Neuralink and Synchron are attracting significant investments by developing
technologies for interacting with the brain. Neuralink focuses on the robotic implantation of
electrodes [38,39], while Synchron focuses on stentrodes inserted through the blood vessels of the
brain [40]. These developments highlight the potential of neurotechnology and Al as breakthrough
technologies of the 21st century that can enhance natural intelligence and integrate it with
artificial intelligence.

However, such technologies also carry serious risks. As Max Tegmark notes in the book
«Life 3.0: Being Human in the Age of Artificial Intelligence» (see the epigraph to the article),
the biological nature of man limits his capabilities, which generates a desire for «improvement»
through the synergy of neurotechnology and AI. This can lead to interference with a person’s
cognitive abilities and personality, as well as the creation of illusory worlds where Al-generated
content becomes indistinguishable from reality. Current trends, such as the spread of the «smart
environment» and the hybridization of physical and digital reality [41,42], the development of
which is impossible without Al and neurotechnologies, emphasize the need for a comprehensive
analysis of ethical, social and legal issues related to these technologies. Only proactive regulation
and interdisciplinary collaboration will minimize risks and ensure responsible use of neurotechnology
and Al in the public interest.
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On April 22, 2024, UNESCO Director-General Audrey Azoulay appointed 24 experts to
develop the first global standard on ethical principles for the development of neurotechnology. The
group includes experts from various regions of the world representing neuroscience, psychology,
neurotechnology, Al, «brain-computer» interfaces, ethics and bioethics. Azoulay emphasized that
neurotechnologies, despite their potential in solving health problems, can threaten human rights,
freedom of thought and privacy. She noted the need to create an international ethical framework
similar to those developed for AI in 2021, stressing that «there can be no neural data without
neural law»!. However, there is no neural law yet, and neural data are actively being recorded,
collected in datasets, researched, and increasingly used to make critical decisions for humans.

So, the rapid adoption of neurotechnology and Al raises serious ethical concerns related to
autonomy, confidentiality, fairness, and responsibility. For example, the use of neural interfaces
and neuromodulation to change behavior or cognitive functions calls into question the boundaries
of personal freedom, and the collection of neural data increases the risks of confidential information
leakage and its use for manipulation or discrimination [43,44|. In addition, AT algorithms that
make decisions that affect people’s lives require a clear definition of responsibility for mistakes
and bias [45-47|, as well as combating fake content [48-50|, which already leads to judicial
errors [51,52]. The use of Al, including large language models such as ChatGPT, in education is
a particular problem. These technologies create new challenges, such as the generation of texts,
programs, and even false data, which requires a review of educational approaches. Instead of
prohibitions, it is necessary to integrate Al as a tool that supports, but does not replace, the
intellectual work of students [53, 54].

The ambiguous social implications of the development of neurotechnology and AI underscore
the need for proactive discussion and the development of a regulatory framework to ensure
their responsible application. The absence of such standards can lead to abuse, deepening social
inequality and new forms of discrimination. The alignment of ethical principles with technological
progress is becoming an urgent task to ensure well-being and justice in society [55].

Although the ethical issues of Al [56-58] and neurotechnology [59-61| are often studied
separately, and their intersection in methods and applications is discussed [62,63], this article
focuses on the co-evolution of these technologies. Our goal is to explore the ethical challenges
that arise at the intersection of neurotechnology and Al, and to propose approaches for their
coordination that ensure responsible and socially oriented joint development of these technologies.

1. Current state of development of neurotechnology and Al

1.1. Neurotechnology. Neurotechnology is a rapidly developing field dedicated to understanding
the structure of the brain and creating technologies that interact with it. Neurotechnology
includes any technology that affects our understanding of the brain and various aspects of
consciousness and mental activity, as well as technologies that allow us to visualize brain activity,
the so-called neuroimaging. The neurotechnologies considered in this article include neural interfaces,
or, as they are also called, «brain-computer» interfaces (BCIs), neuromodulation technologies,
neuroimaging methods (electro- and magneto- encephalography, functional magnetic resonance
imaging, functional near-infrared spectroscopy, positron emission tomography, invasive methods
of recording brain activity).

Although the history of neurotechnology dates back more than a century, they reached

IEthical aspects of mneurotechnology: UNESCO has appointed an international expert group to
develop recommendations // UNESCO: official website. 2021. URL: https://www.unesco.org/ru/
articles/eticheskie-aspekty-neyrotekhnologiy-yunesko-naznachila-mezhdunarodnuyu-gruppu-ekspertov-dlya
(accessed: 28.01.2025).
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their heyday only at the end of the 20th century. The key factor contributing to this progress
was the development and implementation of neuroimaging technologies, which made it possible
to observe brain activity in vivo during experimental studies [64, 65]. Neurotechnologies are
having an increasing effect on society, although their ubiquity often goes unnoticed. From the
development of pharmacological drugs to the diagnosis of brain pathologies, neurotechnology
has a direct or indirect impact on a significant part of the population of developed countries.
Examples include medical and functional treatments for depression, insomnia, attention deficit
hyperactivity disorder (ADHD), and anxiety disorders. In clinical practice, neurotechnologies
contribute to improving motor coordination in stroke patients, reducing cognitive decline with
age, getting rid of epileptic seizures, relieving symptoms of movement disorders (Parkinson’s
disease, Huntington’s disease, amyotrophic lateral sclerosis), and even reducing the intensity of
phantom pain [66-71].

With further development, neurotechnology will make a significant contribution to improving
the well-being and quality of life of people suffering from paralysis, neurological disorders and
mental illnesses. At the same time, neurotechnology opens up prospects for a deeper understanding
and control of cognitive and behavioral functions that affect personality and lifestyle. Today,
there are technologies that seek to influence brain processes. Examples are cognitive training
programs aimed at improving various aspects of cognitive functioning |72, 73|, neural assistants
that manage the individual learning trajectory of students, taking into account the specifics of the
organization of cognitive processes in the brain, measured using neuroimaging methods |74, 75],
ete.

At the forefront of the development of modern neurotechnologies are neurointerfaces or
BClIs, hardware and software complexes for the functional relationship between humans and
machines, that is, for the direct connection of computing or other digital intelligent control
systems with the brain. Unlike traditional control devices such as keyboards, mice, joysticks, etc.,
the BCI registers brain activity and converts these signals into commands to control an external
digital device. BCI is one of the fastest-growing topics in various fields of science and technology,
including engineering, physics, neuroscience, medicine, high-tech industries, communications and
robotics |15]. In addition, neural interfaces are of particular interest for the rehabilitation and
improvement of the quality of life of people with disabilities |71, 76-78]. The areas of BCI
application include, in particular, [15]:

diagnostics and control of pathological brain activity and neurodegenerative diseases;
rehabilitation of people after brain damage, for example, restoration of motor skills after a
stroke;

analysis and training of human resistance to specific stress effects;

improvement of self-control and the quality of the psychophysiological state;

management of robotic devices, including exoskeletons, to enhance human capabilities;
ensuring social interaction due to the fact that social applications can accurately assess
and convey human emotions;

e assistance to partially or completely paralyzed people in interacting with various external

devices, for example, neurochat technology, which allows people with disabilities to communicate

with themselves and other people;
e the gaming industry.

BCIs can include devices implanted in the brain to capture the activity of small neural
ensembles from a region of the brain that interests us, for example, the motor cortex, if necessary,
to control a manipulator in the case of a paralyzed patient [79]. Such BClIs are called invasive,
allowing for a very accurate representation and classification of brain activity patterns at the
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cost of surgery. The problem of biocompatibility is typical for implantable systems. Over time,
implanted devices are rejected by the brain by «overgrowing» the electrodes with glial cells, so
that recording the activity of neurons becomes impossible. Non-invasive BClIs involves recording
neural activity without violating the integrity of the brain integuments, for example, using
sensors placed above the surface of the head, that is, they are completely safe from the point
of view of medicine [80]. However, the quality of decoding patterns of brain activity in this
case is significantly lower, so many researchers believe that the future belongs to implantable
systems, and, therefore, efforts should be made to increase biocompatibility through the use of
new materials, as well as improving the safety of appropriate surgical operations [81,82].

BClIs are often combined with various types of effects on the brain, acting as systems for
monitoring and controlling stimulation in response to certain brain conditions. Such targeted
effects on a specific region of the brain of stimuli of various nature are called neuromodulation.
These can be non-invasive effects, for example, the recently popular transcranial magnetic stimulation
(TMS), that is, direct stimulation of cortical neurons with magnetic field pulses, causing activation
or inhibition of neurons depending on the parameters of exposure [83]. Implantable systems
have a wider application potential. Several types of implants have been developed that are
available for clinical use in the treatment of Parkinson’s disease, which are used for electrical
stimulation in paralyzed regions of the brain [84|. Implantable systems are also being developed
to prevent epileptic seizures in pharmacoresistant forms of epilepsy [85]. Neuromodulation may
also include drug delivery using devices implanted directly into the subdural space (intrathecal
drug delivery) [86]. New applications include the targeted implementation of genes or regulators of
genes and light (optogenetics), and in the early 2010s such technologies were first demonstrated
in animal models (mice and monkeys). They allow modulating the activity of populations of
neurons using laser radiation [87].

1.2. Artificial intelligence. There are various definitions of Al, but the most rigorous
definition is that Al is a field of mathematics and computer science that focuses on creating
systems that can perform tasks that require human intelligence, such as learning, logical reasoning,
image recognition, decision-making, and natural language processing. These systems are based
on algorithms and models (for example, machine learning, neural networks) that allow them to
adapt to data and improve their performance without explicit programming for each specific
task. Al has evolved beyond its scientific origins and is now widely applied in various fields, from
medicine and finance to autonomous vehicles and automated manufacturing.

A key factor in the development of Al in recent decades has been the progress in machine
learning (ML), particularly in the field of deep learning. Deep learning, which uses multi-layer
neural networks with a large number of optimized parameters, has demonstrated outstanding
results in tasks such as image recognition, natural language processing, and playing complex
games [88]|. The development of deep neural network architectures such as the transformer [89]
has significantly contributed to the advancement of generative Al models that can generate
text, images, and music [90]. This has led to progress in several areas of automatic intelligent
information processing.

Firstly, advancements in computer vision have enabled Al to perceive and analyze images
and videos with high accuracy. Al is used for facial recognition, object detection, anomaly
detection, medical image analysis, and autonomous vehicle control [91-95]. The development
of convolutional neural networks and other deep learning algorithms has significantly improved
AT’s ability to analyze visual data [96].

Secondly, modern Al is being applied in autonomous systems, including self-driving cars,
drones, and robots [97-100]. The development of intelligent planning, navigation, and object
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recognition algorithms has enabled the creation of autonomous systems that can operate in
complex and dynamic environments. However, ensuring the safety and reliability of autonomous
systems remains an important and still unresolved challenge [101,102].

Thirdly, advancements in natural language processing (NLP) have enabled Al to understand,
interpret, and generate human language with greater accuracy and nuance [103]. NLP has found
applications in various fields, including machine translation, chatbot creation, text sentiment
analysis, and information retrieval. Generative models based on the «transformers architecture,
such as ChatGPT, Google Gemini, DeepSeek, and GigaChat, demonstrate the ability to generate
coherent and contextually relevant text, opening up new possibilities for automating communication
and information access, automating software development, and collecting information from various
sources, effectively solving the task of summarizing materials.

The future development of Al is likely to involve further improvements to machine learning
algorithms, the development of more efficient neural network architectures, the exploration of
new learning paradigms (such as reinforcement learning), and the integration of Al into various
human activities. Efforts are also being made to create more interpretable and transparent Al
models that can explain their decisions, which is essential for the trust and widespread adoption
of AI technologies in areas such as business or medicine [104-106].

1.3. Synergy and co-evolution of neurotechnology and AI. Neurotechnology and
AT are becoming increasingly interconnected, and their integration offers vast opportunities for
the development of innovative technologies that can enhance our understanding of the brain
and improve the quality of biomedical technologies for the treatment and prevention of various
neurological disorders [1,107,108|. Neurotechnology, which provides tools for recording, stimulating,
and modulating neural activity, combined with the analytical and predictive capabilities of AI,
creates a powerful synergistic effect that goes beyond the capabilities of each field individually
[109].

One of the key areas that demonstrate this synergy is the development of Al-controlled
BCIs. BCIs can be integrated with ML algorithms to decode cognitive states, motor intentions,
and emotional responses [15]. This allows for the creation of more intuitive and adaptive control
systems for external devices, prosthetics, and communication systems that surpass existing
alternatives in terms of accuracy and efficiency. ML algorithms can learn from neural data,
identify patterns, and predict outcomes, enabling the personalization of BCls and their adaptation
to the specific needs of each user using specialized machine learning techniques [15]. Al is already
interacting with our nervous systems in numerous ways, influencing, enhancing, and modifying
our behavior and cognitive processes.

Another important aspect of the synergy between Al and neurotechnology is the use of Al
algorithms to analyze neurodata, such as fMRI and EEG, which allows researchers to identify
connections between brain activity and cognitive functions [110-112], as well as to develop new
approaches to the diagnosis and treatment of neurological and mental diseases [113-115]. Al
can be used to detect early signs of neurodegenerative diseases or to predict the effectiveness of
various therapeutic interventions based on the analysis of neurodata [113,116,117].

Advances in understanding the functioning of the brain, particularly related to the processing
of sensory information and decision-making, have influenced the development of Al technologies.
For example, the well-known convolutional neural networks, which have proven to be effective in
image analysis, were largely inspired by research on the processing of visual information in the
visual cortex of the brain [96,118]. In late 2024, researchers from Google Research introduced a
new approach to processing long sequences of data that was inspired by the workings of human
memory [119]. The researchers developed a new architecture called Titans, which has three types
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of memory: (1) short-term memory (the attention mechanism) for accurately processing the
current context; (2) long-term memory for storing important information from the past; and (3)
persistent memory for storing general knowledge about the task. The system learns to remember
important information in the same way that the human brain does, focusing on unexpected
and significant events. It also uses a smart mechanism of «forgetting» to free up memory from
irrelevant information.

The interplay between neurotechnology and Al has significant ethical and legal implications.
The lack of a robust regulatory framework in this emerging field is a cause for concern. To
understand the depth of the issue, let us consider two examples.

Firstly, companies can use brain activity data collected through neurotechnology devices for
marketing purposes. By identifying biomarkers of brain activity associated with our preferences
and dislikes, these companies can influence customer behavior to maximize their profits. In
particular, the development of large language models (LLM) allows for the creation of digital
twins of consumers based on LLM agents, taking into account their demographic data and
available personal information, enabling accurate predictions of the behavior and preferences of
specific groups. This raises concerns about surveillance systems, marketing tactics, and political
influence on our private thoughts and emotions, ultimately threatening both the foundations of
society and the individual freedom of every citizen [120, 121].

Secondly, the adoption of neurotechnology exacerbates existing social inequalities. This
is particularly evident in two key aspects. In the social sciences, the so-called WEIRD effect
(Western, Educated, Industrialized, Rich, Democratic) is prevalent. Approximately 80% of all
human behavior studies rely on a sample of predominantly educated, industrialized, and afiuent
individuals from Western democracies, which accounts for only 12% of the global population. The
remaining 88% of the population lacks sufficient information about their preferences, psychophysiological
characteristics, and social experiences. As these data serve as the foundation for training large Al
models, it creates a situation where Al reflects the worldview of a small percentage of individuals,
leading to systemic exclusion and discrimination against the majority. The training data itself
often contains hidden discriminatory factors. For example, an algorithm designed to display
job ads in the fields of science, technology, engineering, and mathematics (STEM) was initially
developed as gender-neutral, but in practice, women are less likely to see these ads than men. This
is because the features used by the model are correlated with gender and are unevenly distributed.
As aresult, the algorithm unintentionally perpetuates gender stereotypes [122]. Another example
is «redlining»: when evaluating loan applications, a zip code is used as a factor, which appears to
be neutral but is actually correlated with race due to the historical and demographic composition
of the neighborhoods. This leads to indirect racial discrimination. In the literature on machine
learning, this situation is referred to as «indirect discriminations. It occurs when an algorithm
relies on attributes that do not directly contain discriminatory features but are statistically
associated with them.

An important aspect of social discrimination is the fact that access to advanced AI and
neurotechnology technologies, such as cognitive rehabilitation methods, will inevitably be limited
to wealthy and educated populations. This can further exacerbate the gap between the rich and
the poor at the international, national, and local levels [43,123].

The synergy between AI and neurotechnology is a powerful force that can improve our
understanding of the brain and provide new tools for personalized treatment, rehabilitation, and
cognitive enhancement, ultimately improving the quality of life. However, it is crucial to consider
the ethical and social implications of this technological advance and address the ethical challenges
and dilemmas that arise from the development of emerging technologies such as neurotechnology
and Al In the following section, we will provide a systematic review of the ethical dilemmas
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posed by these technologies.

2. Ethical issues and dilemmas arising from the co-evolution of technologies

Thus, the development of neurotechnology and Al is not only a technological revolution,
but also a source of profound ethical and social dilemmas that require careful analysis and
consideration [55]. The complexity of the ethical issues associated with these technologies, which
directly affect the cognitive and intellectual aspects of our activities, stems from their multifaceted
nature and their ability to impact various aspects of human life, including decision-making,
employment, privacy, social relationships, the improvement of human biology, and even the very
understanding of human identity. The study of the ethical principles and implications associated
with the development, deployment, and use of neurotechnologies (and related neuroscience and
neurodata research) is commonly referred to as neuroethics, a relatively nascent but growing
field of research that emerged in the late 1990s and early 2000s from medical and bioethics [124].
Neuroethics critically examines the assumptions and intentions underlying neurotechnological
and neuroscientific discoveries. It also addresses the impact of neurotechnologies on human self-
understanding and the implications of changes in this fundamental understanding for our biology,
psychology, and society.

2.1. Bias, fairness, and accessibility. One of the key ethical challenges of Al is the
bias of algorithms [125], which can reproduce and exacerbate existing social inequalities and
discrimination [126,127]. AI systems are trained on data that contains historical prejudices and
stereotypes, leading to discriminatory practices in areas such as employment, lending, and justice
[128-131]. Ensuring the fairness of algorithms requires careful data selection, transparent training
methods, and ongoing monitoring. Unequal access to neurotechnology and Al exacerbates social
inequality, creating new forms of exclusion. This «digital divide» contributes to the redistribution
of resources in favor of privileged groups, exacerbating social injustice [132|. For example, neurointerfaces
and neuromodulation, which can enhance cognitive and physical abilities, may become a tool
for creating a «neuropowers society where the elite enjoys not only economic but also cognitive
superiority. People without access to these technologies risk being socially isolated and stigmatized,
perceived as «backward» or «inferiors. The use of Al in hiring and personnel assessment is
also a cause for concern. Algorithms trained on data reflecting prejudices can discriminate
on the basis of race, gender or age [127]. Neurotechnologies applied to monitor the condition
of workers create new forms of control and pressure, as well as discrimination against those
whose neurophysiological characteristics do not meet «ideal» standards. Another problem is the
unequal access to digital healthcare [9]. Al and neurotechnologies are actively being introduced
into diagnostics, treatment and rehabilitation, but their availability is limited by socioeconomic
factors, such as low income, lack of insurance or living in remote regions. This can lead to a
deterioration in health and quality of life for those who cannot benefit from advanced medical
services.

2.2. Transparency and interpretability. The rapid development of Al raises a fundamental
ethical dilemma regarding the balance between the efficiency and interpretability of Al decisions.
On the one hand, complex Al models, such as deep neural networks, demonstrate high performance
in tasks of pattern recognition, forecasting, and other domains. On the other hand, Al models are
often like a «black box», making it difficult to understand and explain their decisions, especially
in critical domains such as medicine, justice, and finance [133-135].

This contradiction is caused by the developers desire to improve the accuracy of their
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models by making them more complex. However, the more complex a model becomes, the more
difficult it is to identify the factors and logic behind its decisions. This creates significant ethical
and social challenges, including:

e The inability to challenge decisions: if an Al decision cannot be explained, people are unable
to challenge it, even if it seems unfair or wrong, which undermines the principles of fairness
and equality.

e The lack of accountability: if algorithms operate as «black boxes», it is difficult to determine
who is responsible for the errors or harm caused by their decisions.

e The loss of trust: the lack of transparency reduces trust in technology, making it difficult
for it to be widely adopted and accepted.

To address these issues, explainable AI (XAI) methods are being actively developed to
create models that can justify their decisions and become more transparent to humans. This
can be achieved by using simpler and interpretable models, developing visualization and analysis
techniques for complex systems [136, 137|, and applying post-processing methods to study the
behavior of Al as a «black box» to identify important factors that influence decisions [138].

Among the current XAI methods, there are several key approaches:

e LIME (Local Interpretable Model-agnostic Explanations) approximates a complex model
with locally linear interpretable models to explain individual predictions [105].

o SHAP (SHapley Additive exPlanations) uses game theory to distribute the contribution
of each feature to the final model decision [139]. These approaches are also used at the
intersection of Al and neurotechnology [140].

e Aitention mechanisms visualize the attention weights in neural networks, showing which
parts of the input data the model pays more attention to. This approach is widely used in
the analysis of medical Al systems [141,142].

e Gradient-based methods (for example, Grad-CAM) highlight important regions of the input
data based on the gradients of the model [143].

e Rules and decision trees provide interpretable logical rules that underlie the model’s operation
[144].

These methods not only allow us to understand the logic behind complex models, but also
identify potential biases in the data or unexpected dependencies, which is particularly important
in critical fields such as medicine or finance {145, 146].

Similar issues of transparency and interpretability arise in neurotechnology, particularly
when using neurodata and analyzing it with AI. The lack of transparency in this field can lead to
similar ethical consequences, including the inability to challenge decisions, lack of accountability,
and loss of trust.

2.3. Data privacy and security. Al systems based on big data analysis process significant
amounts of personal information, which poses threats to privacy and security. Data breaches,
unauthorized access, and information misuse can have serious consequences for individuals and
society [147,148]. To minimize these risks, robust data protection mechanisms are necessary,
including anonymization and pseudonymization techniques, which are crucial for the ethical use
of Al

Neurotechnology, particularly when combined with Al, also faces privacy concerns. Neuroimaging
data, which reflects cognitive and emotional processes, is particularly sensitive information. Risks
include unauthorized access, the use of neurodata for discrimination (for example, in hiring
or insurance), manipulation of behavior, and violations of privacy [43, 109]. The lack of clear
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regulatory frameworks and protection mechanisms increases the likelihood of abuse, which poses
a threat to individual autonomy and well-being.

2.4. Decision-making without human involvement and control over it. One of
the key ethical dilemmas associated with the development of Al is the conflict between the
autonomy of systems and the need to maintain human control. As Al systems become more
complex and capable of making decisions without direct human intervention, the question arises
about the acceptable limits of their autonomy and the mechanisms for ensuring accountability
[149,150].

On the one hand, autonomous systems, such as self-driving cars, medical diagnostic platforms,
or financial algorithms, have the potential to act faster and more efficiently than humans, offering
significant advantages. On the other hand, the loss of control over Al poses risks, including the
potential for systems to act in ways that do not align with human values, the misuse of technology,
and difficulties in assigning responsibility for errors.

Therefore, finding a balance between Al autonomy and maintaining human control becomes
crucial for preventing negative consequences and protecting human rights and freedoms in the
face of increasing automation.

2.5. Autonomy and self-determination. The development of Al and neurotechnologies
poses threats to human autonomy and self-determination, including the potential for mind
manipulation and identity alteration [60]. For example, AI technologies such as deepfake (photos,
videos, and audio) can be used to manipulate public opinion, cause reputational damage, or
incite people to engage in illegal activities [48-52]. Neurotechnologies, such as TMS and deep
brain stimulation, have the potential to influence neural activity, which could potentially affect
the cognitive and emotional processes underlying decision-making. When combined with Al that
analyzes neurodata, these technologies could be used to covertly influence people’s choices and
behavior, undermining their free will.

The risks of mind manipulation and identity alteration pose threats to personal autonomy
and dignity. The use of neurotechnologies and Al to alter beliefs, values, or motivations without
the individual’s consent could lead to a loss of self-determination and a transformation into an
object of external control. Additionally, the possibility of «enhancing» cognitive abilities creates
social pressure, forcing individuals to undergo such procedures to keep up with others, which
limits their freedom of choice.

In 2012, the Center for Strategic Analysis under the Government of France published the
report «The Brain and Legislation: an analysis of the emergence of neuro-law» [151], which
examines the ethical issues of using neuroimaging to diagnose personality features. One of
the authors of the report emphasizes [152], that differences in levels of empathy, intelligence,
impulsivity, and aggression between people pose a challenge to a legal system based on the
presumption of equality. However, the claim of equality in relation to nervous systems is false.
Advances in neuroscience will make it possible to understand human behavior over a long
continuum, rather than through the simplified categories that are currently used. This requires
a revision of approaches to assessing the ethics of neurotechnology.

Thus, when discussing autonomy and self-determination, it is necessary to take into account
the biological, genetic and cognitive characteristics of a person. It also requires the development
of technologies and procedures to protect neural data from unauthorized access, modification, or
destruction.

2.6. Job losses and economic stimulus. The impact of Al on employment and the
economy is an ethical dilemma related to job cuts due to automation and the creation of new

Shenderyuk-Zhidkov A. V., Maksimenko V. A., Hramov A. E.
Izvestiya Vysshikh Uchebnykh Zavedeniy. Applied Nonlinear Dynamics. 2026;34(1) 125



opportunities through increased productivity and innovation through the introduction of Al
technologies [153,154]. On the one hand, Al-based automation can lead to job cuts, especially
in sectors with routine tasks, which will exacerbate income inequality and require large-scale
retraining of the workforce. The pace of Al adoption raises concerns that people and organizations
will not have time to adapt to the changes, which can lead to negative social consequences.

On the other hand, Al is able to stimulate economic growth by increasing efficiency and
creating new industries related to the development and maintenance of Al systems. This can offset
job losses in traditional sectors. However, the successful use of Al depends on the adaptation
of educational systems, social protection policies, and the ability of countries to effectively
implement these technologies.

2.7. Well-being and safety. The development of Al and neurotechnologies requires
an assessment of their impact on the well-being and safety of users. Well-being refers to a
state of physical and mental satisfaction (including the health, safety, happiness, and comfort of
individuals and /or communities) achieved through the prevention of harm, injury, or unreasonable
risks in the development and implementation of technology. This includes psychological safety,
as well as social and environmental aspects such as cultural preservation and the prevention of
environmental disasters.

It is important to note that the issues under consideration are not mutually exclusive and
are largely related. For example, in accordance with modern ethical standards set out in the World
Medical Association declaration of Helsinki «Recommendations guiding physicians in biomedical
research involving human subjects», adopted by the 18th World Medical Assembly (last revised
in Edinburgh in 2000), the use of neurotechnologies is possible only after obtaining informed
consent to the collection of neural data, which It involves ensuring mental confidentiality, human
autonomy and independence, and data security. Well-being can be achieved only if ethical issues
related to transparency, responsibility, and protection of user rights are addressed.

2.8. Existential risks. Although AI has many applications, it is still very far from
achieving forms of intelligence similar to humans. However, the fact that this technology is
largely unknown to the general public raises concerns about the possibility of controlling it and
aligning it with universal values if it achieves a higher form of intelligence [155]. Table 1 lists
ethical issues and how they relate to Al capabilities.

Although currently unlikely, there are potentially existential risks associated with the
development of superintelligence, Al that surpasses human intelligence [156, 157]. Researchers
and philosophers are actively discussing how to prevent negative consequences and ensure the
use of superintelligence for the benefit of humanity. Stephen Hawking, one of the most famous
researchers, warned that the creation of Al that surpasses humans could lead to a loss of control:
«Such a mind will take the initiative and improve itself at an ever-increasing rate. Humans, who
are limited by slow biological evolution, couldn’t compete, and would be superseded»?.

The ethical dilemmas discussed above lead to risks that can have serious consequences in
various fields. Yandex experts identify four groups of Al-related risks: social, legal, ethical, and
technological [158]. For example, the following risks are identified during the data collection and
preparation phase for training Al models:

e Legal: (1) use of data from prohibited sources; (2) violation of copyright; (3) non-compliance
with legal requirements.
e Technological: (4) restrictions on the use of foreign systems and infrastructure.

28. Hawking: Artificial Intelligence Could Destroy Humanity // BBC Russian: News Service. 2014. URL:
https://www.bbc.com/russian/science/2014/12/141202 hawking ai danger (accessed: 27.01.2025).

Shenderyuk-Zhidkov A. V., Maksimenko V. A., Hramov A. E.
126 Izvestiya Vysshikh Uchebnykh Zavedeniy. Applied Nonlinear Dynamics. 2026;34(1)


https://www.bbc.com/russian/science/2014/12/141202_hawking_ai_danger

Table 1. Key questions and related problems of Al ethics

Questions of Al development Approaches to resolving ethical contradictions
AT needs data Data privacy and management
AT is a «black box» Explainability and transparency of technology
AT can make or recommend decisions Equity and alignment of values

Protection from discrimination by Al

Al is based on big data, statistics | Al accountability
and always has a certain percentage of
errors

Al is very widespread and dynamic Large negative consequences of Al technology abuse

Rapid transformation of the labor market, economy,
and society

Good or bad use of Al UN sustainable development goals and UNESCO
ethical principles of Al development

Autonomous devices and mass control

Al-generated deepfakes

e [thical: (5) inclusion of biased data in training sets.

Thus, researchers are increasingly pointing out the need to regulate Al and neurotechnologies
in order to minimize risks. The next section of the article discusses approaches to the development
and operation of Al systems based on ethical principles that focus on human rights and well-
being.

3. Development of guidelines for the regulation of AI and neurotechnology
development and use

We will analyze the key aspects of the development and implementation of guidelines
for the regulation of Al and neurotechnologies. We will focus on various approaches to defining
regulatory principles, including ethical, legal, and socio-economic aspects. It should be noted that
the legal framework governing the development and use of Al and neurotechnologies is still in the
process of establishing basic principles and approaches. Most Al regulations use a combination
of different strategies based on the level of risk associated with specific technologies. However,
there is currently no unified approach or methodology in legal practice, and legal documents
often contain vague language that does not cover the entire lifecycle of the development and
application of Al and neurotechnology systems.

The situation is even more critical in the case of neurotechnologies, as most countries do
not have specific laws or regulations in place. Instead, regulation is implemented through existing
laws related to medicine, personal data protection, human rights, and intellectual property. Some
countries have developed ethical guidelines, but they are rarely enshrined in legislation.

3.1. Principles-based approach. Under this approach, all stakeholders are expected to
follow a set of fundamental proposals (guidelines) that govern the dedevelopment and use of Al
systems. Al laws and Al bills in various countries explicitly and implicitly replicate the principles
outlined in UNESCO documents. This includes Peru’s Law No: 31814 of 2023, «Promoting
The Use Of Artificial Intelligence In Favor Of The Economic And Social Development Of The
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Country»: which establishes principles such as «risk-based safety standards», «a multistakeholder
approach», «ethical development for responsible artificial intelligence» and «privacy». Additionally,
one of the most notable examples of this approach is the so-called «White Papers, which is a
collection of ethical principles and recommendations for Al (see sections 4.3 and 4.4).

Al regulation based solely on principles does not impose specific obligations or restrictions
on government agencies, private organizations, or individuals, and there are no consequences for
non-compliance.

3.2. A standards-based approach. A standards-based approach delegates (fully or
partially) the regulatory authority of the state to standard-setting bodies, which can be public,
private, or hybrid organizations. Under this approach, regulation means that standard-setting
organizations develop technical standards that govern the implementation of mandatory rules.
This approach encourages industry organizations to participate directly or indirectly in the
development of technical standards that regulate Al and neurotechnology-related processes and
activities.

For example, Recital 121 of the EU Al Act, a European Union regulation on artificial
intelligence adopted by the European Parliament on March 13, 2024, and approved by the EU
Council on May 21, 2024, states that «Standardisation should play a key role to provide technical
solutions to providers to ensure compliance with this Regulation, in line with the state of the
art, to promote innovation as well as competitiveness and growth in the single market»>.

3.3. A flexible and experimental approach based on regulatory «sandboxess».
This approach involves the creation of flexible regulatory frameworks, such as regulatory «sandboxes»
and other experimental platforms, which allow organizations to test new business models, methods,
infrastructure, and tools in a more flexible regulatory environment, with the support of government
agencies. These flexible approaches were initially proposed for sectors such as telecommunications
and finance, as well as for end-to-end technologies, such as data protection and privacy. Recently,
this approach has also been exploring the possibility of regulating Al.

The following five goals that Article 57 (9) of the EU AI Act sets for Al regulatory
«sandboxes»: «(1) increasing legal certainty to achieve regulatory compliance with this Regulation
or, where applicable, other applicable Union and national legislation; (2) supporting the exchange
of best practices through cooperation with bodies participating in the Al regulatory «sandbox»;
(3) promoting innovation and competitiveness and facilitating the development of the Al ecosystem;
(4) promoting evidence-based regulatory learning; (5) facilitating and accelerating access to the
Union market for Al systems, particularly those provided by small and medium-sized enterprises,
including startups». According to Article 57 of the EU Al Act, each EU member state must ensure
that its competent authorities establish Al regulatory «sandboxes» at the national level.

3.4. Creating an environment that promotes the development and use of responsible,
ethical, and human rights-compliant AI systems. Regulatory tools can be aimed at
creating an environment that encourages the development and use of responsible, ethical, and
human rights-compliant Al systems. Al laws and bills can include provisions aimed at promoting
opportunities related to human capital, technology, infrastructure, and institutional context.

In this regard, for example, UNESCO has developed a Readiness assessment methodology
(RAM)*, which aims to help «countries understand where they stand on the scale of preparedness

3World’s first major law for artificial intelligence gets final EU green light // CNBC. 2024. URL: https:
//www.cnbc.com/2024/05/21 /worlds- first-major-law-for-artificial-intelligence- gets- final-eu- green-light.html
(accessed: 27.01.2025).

4Readiness assessment methodology // UNESCO: official website. URL: https://www.unesco.org/ethics-ai/
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to implement Al ethically and responsibly for all their citizens, in so doing highlighting what
institutional and regulatory changes are needed». The proposed methodology helps countries
identify their strengths and gaps in five areas: (1) legal, (2) social and cultural, (3) scientific and
educational, (4) economic, and (5) technological and infrastructure.

3.5. Adaptation of existing laws. This approach involves amending sector-specific
regulations (for example, healthcare, finance, education, and justice) and cross-sectoral regulations
(for example, criminal codes, public procurement, data protection laws, and labor laws) to
gradually improve the existing regulatory framework in line with the current state of technology.

Some jurisdictions have chosen to adapt sector-specific rules (for example, healthcare,
finance, education, and justice) and cross-sectoral rules (for example, criminal codes, public
procurement, data protection laws, and labor laws) instead of creating specialized legislation
governing the development of Al. One potential advantage of this approach is that it allows
lawmakers to discuss and make incremental improvements to the regulatory framework based on
what they learn about the implications of Al technology.

An example of the adaptation of transversal rules is Colombia’s Bill No. 225/2024 the
Senate, which will amend the Criminal Code to increase the penalties for the crime of impersonation
when Al systems are used to create deepfakes or other digital frauds that harm the honor,
reputation, or safety of victims. Moreover, in Argentina, the bill proposes amendments to three
articles of Law No. 25467 of 2021 («Law on Science, Technology, and Innovation» ), to establish
principles and values for the «ethical use» of Al systems, establish obligations to register Al
systems, and grant the competent authority the power to stop the development of Al systems
when it violates principles and values and allows someone to be threatened or harmed by such a
system to report it.

3.6. A risk-based approach. This approach involves establishing obligations and
requirements based on the assessment of the risks associated with the deployment and use of
certain Al tools in specific contexts. This approach can be effectively implemented in various
sectors, including the environment, taxation, food safety, natural disasters, and consumer protection.
It involves setting priorities and types of risks, as well as selecting a system of interventions related
to the development and use of Al systems that will adapt to the level of risk.

A clear example of this approach to regulation is the EU Al Act (see Section 4.2), which
establishes obligations based on different levels of risk: unacceptable, high, systemic, limited, and
minimal. According to Article 3 (1a), «risk» is defined as «the combination of the probability of
occurrence of harm and the severity of that harm». Al practices that fall into the «unacceptable
risk» category are prohibited. An example of such a practice is the «use of real-time remote
biometric identification systems in public spaces for law enforcement purposes» unless it is strictly
necessary to achieve goals related to specific criminal investigations and the prevention of specific
threats, such as terrorist threats. Moreover, Al systems that fall into the «high risk» category
must comply with specific obligations related to risk management systems, data management,
technical documentation, record-keeping, transparency, human oversight, accuracy, reliability,
and cybersecurity (Chapter 2 of Section III), and high-risk AI system providers must also comply
with a range of established requirements.

3.7. A rights-based approach. The rights-based approach focuses on ensuring the
protection of human rights and freedoms, as well as the protection of society as a whole, when
regulating Al. This approach emphasizes that regulation should be based not only on economic
and technological aspects, but also on the need to protect civil rights, achieve social goals, ensure

en/ram (accessed: 14.01.2025).
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a fair distribution of public benefits, and provide equal access to technology for all categories of
citizens at all stages of the life cycle of Al systems.

A clear example of the implementation of a rights-based approach is the provisions of
the European General Data Protection Regulation (GDPR?), which regulate the automated
processing of personal data, including profiling [159]. According to the GDPR, a data subject
has the right not to be subjected to decisions made solely on the basis of automated processing if
such decisions have legal consequences for him or significantly affect his rights. These obligations
are independent of the level of risk and apply in all cases where such systems are used.

EU civil society organizations insisted that AI legislation be based on a rights-based
approach rather than a risk assessment. Their position was that human rights are inalienable and
must be respected regardless of the level of risk associated with external factors. This approach
ensures the priority of protecting fundamental freedoms and dignity of the individual in the
context of technological development.

3.8. A responsibility-based approach. This approach involves the establishment of
clear mechanisms for the allocation of responsibility and the imposition of sanctions in cases
where the use of Al technologies leads to negative consequences. As part of this approach, it is
necessary to identify specific actors who are responsible for the development, implementation and
operation of Al systems. This may include algorithm developers, Al solution providers, system
operators, and in some cases, end users. The differentiation of responsibility should be based on
an analysis of the cause-and-effect relationships between the actions of subjects and the negative
consequences that have arisen, such as negative incidents (for example, an unmanned car hitting a
pedestrian), human rights violations (for example, illegal refusal of employment), discrimination
or economic damage. Sanctions for problematic use of Al should be commensurate with the
severity of the consequences and may include both administrative measures (fines, suspension of
activities) and civil liability (compensation for damage). It is important to note that the approach
to responsibility can be not only repressive, but also stimulating: to encourage responsible use
of AI, in particular, the introduction of ethical principles and ensuring the transparency of
algorithms.

4. Analysis of the existing legal framework for regulating AI and neurotechnology

The legal framework governing the development and use of Al and neurotechnologies is
at the stage of forming basic principles and approaches. Most Al regulations use a combination
of different strategies focused on the level of risk associated with specific technologies. However,
there is still no unified approach and methodology in legal practice, and legal documents contain
vague formulations that do not cover the entire lifecycle of the development and application of
Al and neurotechnology systems.

There are no special laws or legal acts regarding neurotechnology in most countries.
Regulation is carried out through existing laws on medicine, personal data protection, human
rights and intellectual property. Some countries develop ethical guidelines, but they are rarely
consolidated at the legislative level.

Let us briefly focus on the global experience in regulating Al and neurotechnology.

4.1. People’s Republic of China. On August 15, 2023, the Al Regulation Directive
came into force in China, setting out the following rules:

e labeling of content created using Al;

SGeneral Data Protection Regulation (GDPR). URL: https://gdpr-info.eu (accessed : 27.01.2025).
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using only legal data for training models;
creation of mechanisms for handling public complaints about Al services and content.

China has also developed detailed requirements for the quality, evaluation, and relevance of Al
training data.

4.2. European Union. The law on the Regulation of AI, which comes into force in 2025,

divides Al systems into risk groups:

Unacceptable risk: systems that affect the subconscious mind, social rating systems that
categorize people based on their behavior, socio-economic status, and other personal characteristics,
and real-time recognition are prohibited (with the exception of law enforcement agencies
with court approval).

High risk: systems used in licensed goods and services (toys, cars, medical equipment),
critical infrastructure management, education, human resources, and law enforcement agencies.
Such systems are subject to mandatory evaluation and registration in a special EU database.
Low risk: content generating systems (for example, ChatGPT) must label content, prevent
the creation of illegal content, and disclose copyrighted data on which models were trained.
All other systems are only required to be open enough for users to know that they are using
AT and have enough information to make an informed decision about whether to continue
using it.

The FEuropean Union is one of the leaders in the field of neurotechnology regulation.

In 2020, the White Paper on Al was published, which outlines the principles of ethical and
safe development of technologies, including neurotechnology. Additionally, the General Data
Protection Regulation, mentioned in the previous section, applies to the protection of neurodata.

For the first time, a special section of legislation dedicated to the regulation of neurotechnologies

appeared in France, in particular, the commercial use of neuroimaging technologies was restricted
[160]. In 2011, in the book I «On persons» of the French Civil Code, Chapter IV was included,
containing only one article, Articles 16-14 «Use of brain imaging methods», which states that
«imaging methods can be used only for medical or scientific research purposes or in the context
of court expertise». In 2021, France adopted a new version of the law on bioethics, which contains
a number of provisions related to the regulation of neurotechnology, in particular, regulates the
use of all methods of recording brain activity); The concept of neuromodulation is introduced;
and Article L. 1151-4 is also introduced: «Acts, procedures, techniques, methods and equipment
that have the effect of altering brain activity and present a serious danger or a suspected serious
danger to human health may be prohibited by decree, after consultation with the High Authority
for Healths.

4.3. United States of America. On October 4, 2022, President Joe Biden introduced

the Safe and Reliable AI Bill, which includes the following areas®:

creating secure and efficient systems;

protection against discrimination by algorithms;

ensuring data privacy;

explanation of how the systems work to users;

the ability to choose a person as an alternative to a machine.

6Code civil. URL: https://www.legifrance.gouv.fr/affichCode.do?cid Texte=LEGITEXT000006070721
(accessed: 27.01.2025).
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In July 2023, major technology companies (Amazon, Google, Meta, Microsoft, and others)
signed a self-regulatory agreement, pledging to develop watermark systems for identifying Al-
generated content, publicly report on the capabilities and limitations of their systems, and
investigate the social risks associated with Al.

In the United States, in 2023, the White House and seven of the largest American technology
companies, Amazon, Anthropic, Google, Inflection, Meta, Microsoft, and OpenAl, signed the
«Ensuring Safe, Secure, and Trustworthy Al» agreement, where they committed to self-regulation
to manage the risks associated with AI”. Key measures include the development of a watermark
system to identify Al-generated content, which is part of the fight against disinformation and
other risks associated with this rapidly evolving technology; the commitment to publicly disclose
the capabilities, limitations, and use cases of their Al systems; prioritizing research on the social
risks associated with A, including bias, discrimination, and privacy concerns; and developing Al
systems to address societal challenges, from cancer prevention to climate change. At the end of
2023, eight additional technology companies signed on to these voluntary commitments.

4.4. Russian Federation. In the Russian Federation, the regulation of Al is at the stage
of developing a legal framework, which reflects global trends in technological development and
ethical standards. In 2020, the National Strategy for the Development of Artificial Intelligence
until 2030 was approved, which outlines the main directions for the development of Al, including
the creation of legal and ethical frameworks. This strategy emphasizes the importance of ensuring
security, protecting personal data, and preventing discrimination in the use of Al technologies.
Additionally, in 2021, Federal Law No. 331-®3, was adopted, which amends the Civil Code of
the Russian Federation and regulates the responsibility for the actions of autonomous systems,
including AI. However, the legal regulation remains fragmented and requires further development,
particularly in terms of defining the responsibility for decisions made by Al It is also worth noting
that there is currently significant work being done to establish standards for the use of Al systems,
with healthcare being one of the leading sectors in terms of legal and technical regulation of Al
(see more details in [9, chapter 4]).

One of the key aspects of Al regulation in Russia is the ethical component. In 2021, the Al
Ethics Code was developed, which establishes principles for the development and use of Al, such
as transparency, fairness, and respect for human rights. Although it is not legally binding, this
document serves as a guide for developers and companies working in the field of AI. However, the
lack of clear mechanisms for monitoring and sanctions for violations of ethical standards remains
an issue.

5. Ethical Principles of AI and Neurotechnology Regulation from the Perspective
of the Church

From the above, it is clear that the development of Al and neurotechnologies raises complex
ethical issues that are not being ignored by religious institutions. The Church has played a key
role in shaping the moral and ethical norms of society for centuries. Its position on technology-
related issues carries significant weight, as it is based on deep philosophical and theological
traditions that view human beings as the highest value. Including the Church’s perspective in
discussions about AI and neurotechnologies allows for the consideration of spiritual and moral
aspects that are often overlooked in technical and scientific discussions. The Church emphasizes

"The White House. FACT SHEET: Biden-Harris Administration Secures Voluntary Commitments from
Leading Artificial Intelligence Companies to Manage the Risks Posed by AI. 2023. URL: https://www.whitehouse.
gov (accessed: 27.01.2025).
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that technologies should not undermine human dignity, which is seen as a divine gift. This is
particularly important in the context of neurotechnologies, which have the potential to influence
human consciousness and identity. Additionally, discussing the Church’s position in this article
will facilitate dialogue between the scientific and religious communities, helping to find a balance
between innovation and the preservation of human values in a world where modern technologies
are beginning to address issues that have traditionally been within the realm of morality and
philosophy.

In this section, we will briefly explore the positions of the Russian Orthodox Church
(ROC) and the Roman Catholic Church (RC) regarding Al and neurotechnology, as well as
their approaches to ethical regulation. We will focus on the documents and statements that form
the basis for the dialogue between religion and technology.

5.1. The Church’s Ethical Principles on AI and Neurotechnology. The Church
emphasizes that technology should serve humanity rather than subjugate it, and it proposes a set
of key ethical principles for regulating Al and neurotechnology. Firstly, the Church emphasizes the
importance of human dignity, which is seen as a divine gift. This means that technology should
not be used to manipulate consciousness, interfere with personal freedom, or violate individual
autonomy. Instead, it should be aimed at improving the quality of life while avoiding the risks
of dehumanization. Secondly, the Church emphasizes the responsibility of technology developers
and users for the consequences of their actions. Special attention is given to neurotechnologies,
which can have a significantly greater impact on human consciousness and identity than Al
technologies. To prevent abuse, the Church calls for the creation of mechanisms for transparency
and accountability of new technologies to society.

Another important principle is the protection of privacy and data. The Church advocates
strict regulation of the collection and use of personal information, especially in the context of
neurotechnology, to prevent data breaches and their use for manipulative purposes. Additionally,
the Church warns against the dangers of dehumanization, where technology replaces human
relationships, emotions, and spiritual experiences. It emphasizes that technology should complement,
rather than replace, human nature. Finally, the Church calls for justice and equality, emphasizing
that technology should be accessible to all segments of society and should not exacerbate social
inequality or discrimination. These principles form the basis for ethical regulation of technology,
aimed at preserving human values in the era of digital progress.

5.2. The position of Patriarch Kirill and the Russian Orthodox Church. Patriarch
Kirill has repeatedly spoken about the risks associated with the development of Al and neurotechnology.
In his addresses, he emphasizes that technology should not compromise the spiritual nature
of human beings. In particular, the Patriarch warns about the dangers of «digital slavery»
where individuals become dependent on technology, losing their freedom and spiritual autonomy.
«Human thought and technological civilization have reached a point where digital technologies
can be used to exert total control over human beings. It’s not just about monitoring individuals,
but about manipulating their behavior» he said in a Christmas interview with the «Russia-1»
TV channel in 20218

At the XXVIII International Christmas Educational Readings in 2020, Patriarch Kirill
noted that «technology should serve humanity, not turn it into an object of manipulation»®. He

8Patriarch Kirill warned against digital slavery // Interfax : information agency of Russia: website 2021. URL:
https://www.interfax.ru/russia/744269 (accessed: 8.02.2025).

9Patriarch Kirill. Speech at the XXVIII International Christmas Educational Readings // Department of
External Church Relations of the Moscow Patriarchate: : official website. 2020. URL: https://mospat.ru (accessed:
8.02.2025).
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also emphasized the need to develop ethical standards that would limit the use of Al in areas
that affect human freedom and dignity. The Patriarch called for the creation of international
standards for Al regulation that would take into account not only technical aspects, but also
spiritual and moral considerations.

ROC supports the idea of banning the use of technologies for manipulating consciousness
and changing a person’s identity. In its documents, the Church emphasizes that technologies
should be aimed at strengthening, rather than destroying, human nature.

5.3. The position of the Catholic Church. The Vatican, like the ROC, is actively
involved in discussing ethical issues related to Al and neurotechnology. Pope Francis has repeatedly
emphasized that technology should serve the common good and not violate the principles of
human dignity. The Vatican’s main principles for regulating Al can be summarized as follows:

e Human control over technology: The Vatican insists that Al should remain under human
control, and that decisions affecting human lives should not be made by autonomous
systems.

e Privacy and data protection: The Catholic Church calls for strict regulation of the collection
and use of personal data, especially in the context of neurotechnology.

e Justice and inclusivity: Technology should be accessible to everyone, and its use should not
lead to social inequality.

e Spiritual dimension: The Vatican emphasizes that technology should not replace spiritual
experiences and human relationships. Al and neurotechnology should be used to strengthen,
rather than destroy, human connections.

The Vatican’s documents pay special attention to the principle of «Antiqua et novas
(«Ancient and New» ), which emphasizes the need to combine traditional values with new technological
achievements. This principle suggests that technology should evolve in harmony with human
nature and spiritual values, rather than contradicting them. In 2020, the Pontifical Academy for
Life Protection and the RenAissance Foundation initiated the development of the Rome Call, a
document titled «The Call for AI Ethics»!?, which reflects the aforementioned principles.

5.4. Similarities and differences in the positions of the regulation of AI and
neurotechnologies of the Russian Orthodox Church and the Roman Catholic Church.
Although the ROC and the Vatican share similar principles for regulating Al and neurotechnology,
their approaches have their own unique characteristics, influenced by both theological traditions
and cultural and historical contexts. Both Churches emphasize that technology should serve
humanity rather than dominate it, but their emphasis differs slightly.

In his speeches, Patriarch Kirill emphasizes the spiritual risks associated with the development
of technology. The Vatican, on the other hand, also pays attention to spiritual aspects, but places
a greater emphasis on social justice and the common good. In his speeches and documents, such
as the Message of the Holy Father to the participants in the «AI Ethics for Peace»!!, Pope Francis
emphasizes that technology should serve all people, especially the most vulnerable members of
society. In the document «Antiqua et novas the Vatican calls for a harmonious combination of
traditional values with new technological advancements to avoid dehumanization'?. For example,

0The Call for Al Ethics // RenAlssance: Foundation: official website. Vatican, 2020. URL: https://www.
romecall.org/the-call/ (accessed: 8.02.2025).

' Message of the Holy Father to the participants in the «AI Ethics for Peace» gathering // The Holy See:
official website. Vatican, 2024. URL: https://www.vatican.va/content/francesco/en/messages/pont-messages/
2024 /documents/20240710-messaggio-ai-ethics-forpeace.html (accessed: 8.02.2025).

12NTIQUA ET NOVA. Note on the Relationship Between Artificial Intelligence and Human Intelligence //
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Pope Francis notes that Al should be used to strengthen human connections rather than to
destroy them.

The ROC supports the creation of international standards for Al regulation, but with
consideration of the cultural and religious differences between countries. Patriarch Kirill emphasizes
that universal norms should be adapted to local conditions to take into account the diversity of
cultural and spiritual traditions. For example, in his speeches, he notes that Western approaches
to technology regulation do not always take into account the specifics of the Orthodox worldview,
which emphasizes spiritual freedom and responsibility before God. The Vatican, on the other
hand, advocates for universal ethical norms that would be applied worldwide. Pope Francis calls
for international cooperation in the field of Al regulation to prevent abuse and ensure adherence
to ethical principles. In the document «Ethics of Artificial Intelligence», the Vatican proposes the
creation of global standards that would protect human dignity and ensure justice. For example,
the Vatican supports initiatives aimed at prohibiting the use of AI for military purposes or for
mass surveillance.

In relation to neurotechnology, Patriarch Kirill is more categorical, warning about the
dangers of mind manipulation. He believes that technologies that can influence brain activity
pose a threat to human freedom of will and spiritual autonomy. In his speeches, the Patriarch
calls for strict regulation of neurotechnology to prevent its use for manipulative purposes. For
example, in his speech on scientific and technological progress at a meeting with scientists at the
All-Russian Research Institute of Experimental Physics in Sarov on July 31, 2019, he asks, « Will
the development of neurointerfaces lead to a profound collapse of our fundamental understanding
of the boundaries of the human condition?»'3.

Although the Vatican shares these concerns, it places a greater emphasis on protecting
privacy and data. The document «Ethics of Artificial Intelligence» emphasizes that the collection
and use of data, particularly in the context of neurotechnology, should be strictly regulated. The
Vatican calls for the creation of legal frameworks that protect privacy and prevent the use
of data for manipulative purposes. For example, Pope Francis supports a ban on the use of
neurotechnology for surveillance or control of individuals.

However, in his recent speech in the State Duma, the leader of the Russian Orthodox
Church speaks about the existential danger, stating that Al is «more dangerous than nuclear
energy», « and it is not yet clear what role AI might play in bringing this apocalyptic scenario
closers.

Thus, while the ROC and the RCC share similar principles, their approaches to regulating
Al and neurotechnology have their own unique characteristics. The Russian Orthodox Church
emphasizes spiritual risks and cultural specificity, while the Vatican focuses on social justice and
universal norms. Both approaches complement each other, offering a comprehensive vision of
ethical regulation of technology from a humanitarian Christian perspective.

6. Aligning ethical norms in the co-evolution of AI and neurotechnologies

6.1. Awareness of the risks associated with the use of AI and neurotechnologies.
An analysis of the ethical issues and dilemmas discussed in Section 3 suggests that Al and
neurotechnology pose similar ethical challenges, particularly in terms of aligning values and
norms in their development and use. In some cases, solutions developed for Al can be adapted

The Holy See: official website. Vatican, 2025. URL: https://www.vatican.va/roman_ curia/congregations/cfaith/
documents/rc_ddf doc_ 20250128 antiqua-et-nova_en.html (accessed: 8.02.2025).

13The Patriarch’s Speech on Scientific and Technological Progress // ITpasocmasme.ru: the Russian Orthodox
Information Portal. Moscow, 2019. URL: http://www.pravoslavie.ru/122890.html! (accessed: 8.02.2025).
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for neurotechnology. However, neurotechnology presents unique risks that may not be covered
by existing regulations or approaches in Al.

For example, issues of mental privacy, identity, autonomy, and self-reliance are becoming
more complex in the context of neurotechnology. Unlike AI, which affects humans indirectly,
neurotechnology can both directly collect neurodata and record new information into the nervous
system, potentially without the user’s knowledge [161,162|. Most neural signals are unconscious
and beyond our awareness or control, making it difficult to accurately identify the types of data
collected or modulated by neurotechnology. This creates challenges in understanding the data we
share and increases the risks of unintentionally providing neurodata. This is also true for most
data about our behavior or preferences, habits, etc., which Al systems have access to today, but
we rarely pay significant attention to it because there is still a presumption of privacy in our own
minds, which seems inaccessible to other people or technologies. However, with the advancement
of neurotechnology, this assumption may no longer be a certainty. Moreover, the fact that some
neurotechnologies can directly alter current neural activity and transmit data directly into the
nervous system in real-time raises questions about how we can better protect and ensure our
bodily /mental autonomy and decision-making abilities. This includes the potential for purposeful
changes to the integrity of our mental processes, including our sense of identity.

Neurotechnologies that can directly influence neural activity raise questions about the
protection of bodily and mental autonomy. The ability to modify mental processes, including
identity, emotions, and memories, raises complex issues related to free will, cognitive freedom,
and self-awareness. These challenges go beyond those faced by AI, although similar issues have
been discussed in bioethics, such as in the context of organ transplantation and pharmaceutical
advancements.

Justice, a key principle in Al ethics, is also relevant for neurotechnologies. However, the
direct manipulation of the brain and access to hidden data (for example, unconscious biases
and suppressed memories) and the potential expansion of our cognitive and physical abilities
increase the risks of inequality and discrimination. The definition of «normative» neurodata
and «desirables results may lead to biases against individuals with neurological differences or
disabilities, creating new social and cultural dilemmas.

Many of the described problems are exacerbated when neurotechnology interacts with Al
For example, the issues of data privacy and de-identification, which are relevant for Al, become
more complex in the case of neurodata, which can be used for accurate personal identification
[159,163]. This goes beyond traditional personal data used for identification and requires new
approaches to information protection.

Thus, the ethical issues associated with neurotechnologies appear to be more acute and
multifaceted than in the case of Al, which requires the development of specialized regulatory and
technological solutions.

6.2. Solutions to the ethical issues of AI and neurotechnology co-evolution.
To effectively address the challenges that arise at the intersection of Al and neurotechnology, a
comprehensive approach is required that takes into account both their commonalities and specific
challenges. Table 2 based on the results of the work [55], we have summarized the comparing
of the ethical issues between neurotechnology and AI, which were described in detail above. Of
course, it should be noted that the data presented in the table is not exhaustive, as additional
factors and differences may emerge as end-to-end technologies develop.

Once we have identified the challenges associated with the combined use of Al and neurotechnology,
we can begin to determine how to address them. As mentioned earlier, some of the challenges that
may arise from combining Al and neurotechnology systems may be significantly more complex
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than those associated with Al alone, and therefore, we may need to develop modified or new
strategies to mitigate or prevent these risks, which may involve both technical and social, political,
institutional, and economic approaches. However, we do not need to start from scratch in this
process. In recent years, there has been significant progress in addressing many of the ethical
issues associated with Al, including the development of problem-identification methodologies,
best practices, ethical principles, and guidelines, the creation of technical solutions, educational
programs, and the establishment of governance frameworks, international standards, and legislation.
The lessons learned from these efforts should be leveraged to accelerate the process of addressing
the issues associated with neurotechnology. The international neuroethics community has created
over 20 ethical guidelines, principles, and best practices, which have been compiled by the
Institute of Neuroethics (IoNx)!, and these can serve as a foundation for this work.

The first step is to clearly define the relationship between the general and specific issues
presented in Table 2, and the second step is to adapt existing ethical frameworks and Al
regulation measures to address the broader range of issues related to the co-evolution of Al and
neurotechnology. A multidisciplinary approach is necessary to fully understand the implications of
neurotechnology, which includes experts from neuroscience, neuroethics, sociology, anthropology,
medicine, law, business, and other fields. It is important to involve not only experts but also
representatives of communities that may be affected by Al and neurotechnology, including those
who may potentially be harmed by these new technologies. For example, this may include
members of minority groups whose data may not be included in the datasets used to train
medical Al, and who may be at risk of incorrect diagnoses due to data imbalances [164]. Their
needs should be considered as an important factor in assessing the ethical implications of the
co-evolution of AI and neurotechnology and in creating more advanced and safer technologies.

Mnstitute of Neuroethics (IoNx) : website. URL: https://instituteofneuroethics.org (accessed : 4.02.2025).

Table 2. Comparing the ethical issues and risks of Al and neurotechnology

Ethical issue Difference between Al . .
and /or risk and neurotechnology Discussion
Data and datasets | Significant Neuroimaging data is processed using Al, like any
issues other data, but may require additional requirements
due to its complexity and specific formats, privacy,
and lack of standard, agreed-upon management and
dissemination models
Explainability Significant Unlike AI, which affects our cognitive sphere
and trust indirectly, we currently know less about the direct

and delayed effects of neurotechnologies on our
cognitive sphere

Accountability Small Limited and specific (mainly in the field of medical
diagnostics) experience in interpreting neurodata,
poor repeatability of scientific results

Fairness Currently small. In | Unlike AI, neurotechnologies may have a more
and accessibility the future, they may | significant and profound impact on humans in
become significant. the future. For example, brain effects that we

are unaware of and do not control may lead to
discrimination; the potential for expanding abilities
beyond what is currently available to humans may
exacerbate inequality.

End of Table 2 on page. 158
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End of Table 2

Profiling and | Small Unlike the manipulations that generative Al
manipulation can produce, neurotechnology can expand the
set of additional personal data (data about
the characteristics of the nervous system and
personality) that a person cannot control or hide

Control and value | Same —
alignment
Mental privacy Significant AT only has access to external proxy data of thoughts
and behavior, not to neurodata, which can be a direct
representation of mental phenomena.

Personal autonomy | Currently, they are | Neurotechnologies can «interferes with our nervous

and agency small. In the future, | system and directly affect our minds and abilities,
they may become | often in real-time.
significant.

Human identity Currently, they are | Al only has access to external identity carriers,

small. In the future, | such as texts, data, and behavioral patterns (not
they may become | neurodata), and can only indirectly influence a
significant. person’s identity, while neurotechnology has the
ability to directly influence it in ways that may or
may not be controllable or easily measurable.

Transparency Similar —

Security Similar In the future, it may become significant. Neurodata
may deal with more personal or confidential
information, and it is likely that in the future, it will
be possible to obtain a large amount of information
about a person’s identity based on neurodata

Well-being Significant Constant  physical and psychological safety
may be important factors for some invasive
neurotechnological devices (implants); in addition,
some neurotechnological capabilities depend on
chemicals that may not be biodegradable or may
accumulate in the body over time, causing health
problems.

Impact on society Similar In the future, it may become significant. When Al
and neurotechnologies are combined, there are more
opportunities for practical applications, which could
have a significant impact on communities and society
as a whole in the future

Conclusion

Al is one of the most significant technologies of our time, and it is actively integrating into
various areas of human life. In combination with neurotechnology, Al opens up new opportunities
in the fields of professional activities, leisure, healthcare, and other socially significant areas.
However, like any technology with significant potential, Al requires a responsible approach to its
development and application. The commercialization of Al and neurotechnology, as well as the
use of the data underlying their functioning, is occurring at an unprecedented rate and scale. In
the absence of adequate policies and regulatory mechanisms, this could lead to serious threats
to humanity, even without reaching the level of «superintelligences.
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Technologies that have a direct impact on the human cognitive sphere, such as Al and
neurotechnologies, must evolve in line with the pace of understanding and integrating human
values and public interests. This is necessary to ensure that technological progress benefits not
only individuals but also society as a whole. Given that these technologies are currently in
the process of active development and are likely to continue progressing in the near future, it is
possible to learn from past experiences, identify potential risks in advance, and develop preventive
measures. These measures include technical, legal, social, and educational solutions aimed at
minimizing negative consequences before they occur. This approach will ensure the sustainable
and ethically sound development of technologies, promoting their harmonious integration into
society.

At the current stage of development, it is already clear that the key principle of regulating
AT and neurotechnologies, including various methods of neuroimaging, should be the principle
of in dubio pro homo (in doubt, in favor of the human). This principle implies:

protecting individuals from discrimination caused by algorithmic decisions;
ensuring the right of individuals to choose alternatives to automated systems;
prioritizing personal autonomy and self-determination;

guaranteeing the protection of personal data, including neurodata.

In the context of generative Al and neurotechnologies related to brain effects (particularly
neuromodulation methods), the following requirements should be legally established:

mandatory labeling of Al-generated content;

prohibition of the creation of illegal content;

prohibition of the development of systems that affect a person’s subconscious and violate
their basic freedoms and autonomy.

In this article, we have attempted to draw attention to the co-evolution of Al and neurotechnology,

as well as the potential points of interaction between them, which is particularly relevant for those
working in the field of technology ethics. Our goal is to initiate a broad discussion and identify
ways to address the ethical issues that arise at the intersection of these technologies.

By identifying key ethical challenges related to neurotechnology, comparing them with
ethical issues related to Al, and analyzing areas where existing Al ethics initiatives and tools
may be sufficient or require new approaches, we hope to encourage interdisciplinary collaboration.
Such collaboration between scientists, business representatives, and policymakers will enable the
development of timely and specific measures aimed at minimizing the negative impact of new
technologies and ensuring their responsible use for the benefit of society.
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